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Mark Your Calendars Distinguished Member of the Year 
• Jan 23 – Logistics work day; 

note the change in date 
(formerly listed as Jan 22). 
Load truck for R&R ’05. 

I’m pleased to announce that Terry 
Holbrook has been voted our 2004 
Distinguished Member of the Year. 
Terry has been very active as our 
Wildfire Response Coordinator, 
and actually deployed on every fire 
in 2004. Thanks, Terry! 

• Jan 28 - 30 – Rough & Ready 
’05. See below for details. 

• Feb 5 – Logistics work day. 
Unload and equipment rehab 
from R&R ’05. 

Commander’s Corner 
By David Lipin, Commander 
Happy New Year everyone, and 
welcome to 2005! This is the first 
issue of the 5th year of our monthly 
newsletter. Wow, how time flies! 
This year will certainly start out 
with a bang. We’ve got a field 
exercise at the end of January 
(along with the accompanying 
load-out and load-in), we have to 
complete inventories of both our 
federal and non-federal caches, 
we’ll have a new budget to analyze 
(and spend!), and we’ll be picking 
up our new federal trucks. 

New Look 
To start things off this year, you 
may have noticed that we’ve 
changed the file format for our 
newsletter. It will now be delivered 
in Adobe PDF format instead of 
Microsoft Word. Hopefully this 
will allow even more people to read 
our news and info! Of course, our 
website will remain the tried-and-
true standby for those who can’t 
read the new format. 

Rough & Ready ‘05 
We are able to send everyone who 
signed up for Rough & Ready ’05! 
Lots and lots of details, so please 
read the article later in this 
newsletter very carefully. 

NDMS Budget 
We’ve been informed that our 
federal budgets have been 
approved, and that we’ll receive 
details soon. 
As we anticipated, the budgets will 
be dramatically smaller than what 
we requested (since we were asked 
to submit an “ideal” budget). 
Once we see the budget details, 
we’ll be able to figure out the 
ramifications to our annual plans. 
Stay tuned for more! 

NDMS Training Requirements 
Changes 
NDMS has finally overhauled the 
online training requirements. This 
represents long-overdue changes 
that bring the requirements more in 
line with what we really need out in 
the field. 
First of all, they’ve decreased the 
number of required courses by 10-
15%! Second, they’ve introduced 
some important new courses. 
Finally, they’ve divided the courses 
into two parts; part 1 (NDMS Pre-
Deployment Requirements) for 
“new members” (i.e., what you 
need to know before you can safely 
go into the field with the team, 
even for a training exercise); and 
part 2 (NDMS Core) for everyone 
(i.e., what you need to know to 
deploy on a mission.) 
So, for new members, you must 
complete the NDMS Pre-
Deployment Requirements 

curriculum before you can join the 
team on a field exercise. 
All members must complete both 
the NDMS Pre-Deployment 
Requirements curriculum and the 
NDMS Core curriculum to be 
considered “compliant” with team 
online training requirements; in 
other words, completion of both is 
required for first-tier deployment 
consideration. 
If you look at the training stats 
posted on our team website, you’ll 
notice that the stats have been 
updated to reflect these changes. 
Many people’s completion 
percentages have dropped a bit due 
to the introduction of the new 
courses. I’m sure it won’t take long 
to “catch up”! 
All the details are in the Training 
News article below. If you have 
any questions, please contact our 
team’s Training Officers, Sam 
Bradley (snowmedic@aol.com) 
and John McPartland 
(mcp911@comcast.net). 

 
Rough & Ready ‘05  

By David Lipin, Commander 
We’re coming down to the wire for 
this year’s Rough & Ready ’05. 
CA-6 is taking 51 people to the 
exercise, and there will be about 
350 total participants. So it will be 
a big exercise! 
Unfortunately, FEMA has made 
this a very complicated exercise as 
it relates to whether or not this will 
be a federal “paid” exercise, federal 
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“non-paid” exercise, or non-federal 
exercise, and how much federal 
funding (if any) will be available 
for this exercise. Since we are still 
waiting for them to sort through 
these issues, the information below 
is very complicated and fraught 
with conditions. We apologize, and 
will attempt to clarify just as soon 
as we have more information to 
provide, hopefully within the 
coming week! 

Cost 
Bring cash for up to 2 meals on the 
road (see details below), and t-
shirts that you’ve ordered (see 
details below). 
There is a possibility that 
participants will have to pay for on-
base meals and be reimbursed by 
FEMA, so be prepared to bring an 
additional $30-$50 for later 
reimbursement. 
There is now a $50 fee for people 
who cancel, unless we can find a 
last-minute replacement. 

Inclement Weather 
This was designed to be a 
“California winter” exercise. As 
such, the exercise will be 
conducted rain or shine. 
Participants should expect heavy 
rain, mud, cold weather (35 degrees 
at night, 50 degrees during the 
day), 15 minute walks between 
exercise locations, possibly through 
muddy fields and flooded streets. 

Pay & Reimbursement 
This could be a non-paid exercise, 
a partially-paid exercise, or a fully-
paid exercise. 
Reimbursement for mileage 
to/from your house, meals during 
travel, and miscellaneous expenses 
might or might not be available.  

Insurance Coverage 
If this is a federal exercise, then it 
will be covered by USERRA, and 
will have the standard federal 
liability and workers compensation 
coverages available. 
If this is not a federal exercise, then 
it will NOT be covered by 

USERRA. As usual, workers 
compensation, malpractice and 
general liability coverage are 
provided by the team; and medical 
and automobile insurance are not 
provided. 

Mobilization 
We are attempting to get this 
exercise classified as a federal “full 
field” exercise, which means we’d 
have to start with a notification 
(Thursday night, 27 Jan), we would 
perform a full mobilization 
screening on Friday morning, 28 
Jan, and we’d be observed and 
evaluated on our performance. 
Maintaining our Type I status 
would hinge on this evaluation! 
The federal budget will be the 
primary determining factor in this, 
and we don’t know the answer yet. 

Transportation 
We will be using up to 3 
transportation methods to get to the 
exercise. This is still in a high state 
of flux, due to transportation asset 
availability and budgets. Here’s 
where we stand: 

U.S. Coast Guard C-130 
The Coast Guard has offered a C-
130 out of their Sacramento HQ, to 
be used to transport CA-6 and CA-
11 personnel on Friday a.m., 28 
Jan, exact time to be determined. 
There are more people going than 
seating capacity on the C-130. The 
rest will be traveling by ground 
(see below). We’ll swap around for 
the return trip so that as many 
people as possible are offered a ride 
on the C-130. 
The C-130 could be cancelled at 
the last minute if they get a real-
world mission (air-sea rescue, 
flood, etc). In this event, we will 
revert to bus transport, see below. 
The point of departure for CA-6 
members on the C-130 is still 
unknown. The aircraft is taking off 
from their base in Sacramento 
(with CA-11 on board). We’ve 
asked if they can land at Oakland 
Airport or Moffett Field to pick up 
CA-6 members, but have not 

received a response yet. (They’ve 
been involved with the tsunami 
response and are now responding to 
floods and mudslides in S. CA.) So 
there’s a possibility that we’ll have 
to drive to Sacramento to pick up 
this flight. 

Charter Bus 
For the “overflow” people who 
can’t fit on the C-130, we’re going 
to rent a charter bus to depart 
Sacramento early on Friday a.m., 
28 Jan. 
We have not yet determined 
whether this bus will swing through 
the Bay Area to pick up CA-6 
members, or we ask CA-6 members 
to drive to Sacramento. The answer 
will likely depend on what the C-
130 plans are. 
For the individuals who take the 
bus down, they will be offered a 
seat on the C-130 on the return trip. 
This makes transportation to/from 
the plane and bus departure/arrival 
locations more difficult, which is 
why we haven’t determined them 
yet. (For example, if you drive to 
Sacramento to fly with the C-130, 
but return home on the bus, which 
may drop you off in perhaps 
Oakland or CA-11’s warehouse, 
then how will you get to your 
vehicle parked at the Coast Guard 
departure location?) 

Carpool 
A few people are carpooling down 
on Tuesday p.m., 25 Jan, for JMT 
(Joint Management Team) training 
and pre-exercise setup. These 
people know who they are, and 
they will also be offered a flight 
back on the C-130, if possible. 

Coordinating Transportation 
As soon as we know the details, 
we’ll poll everyone to find out who 
can bus down and/or back, carpool 
to the points of departure, etc. 
Everyone should be prepared for an 
early morning departure on Friday, 
28 Jan (possibly departing your 
house as early as 0400 or 0500 
hours), and a late-night return on 

 



Sunday, 30 Jan (possibly arriving at 
your house at 2200 or 2300 hours). 
As you can see, this is going to be 
an extremely complicated and 
difficult transportation endeavor. 
No one is guaranteed any particular 
mode of transportation! We’ll do 
our best to accommodate everyone, 
but please understand that we 
might not be able to satisfy 
everyone, and please help us out by 
being as flexible as possible! 

T-Shirts 
If you ordered any t-shirts, bring 
cash or a check (made out to 
“DMAT CA-6”) for $10 per shirt. 
There will be a limited number of 
additional shirts available at the 
exercise, $12 each, cash only! 

Meals 
Your meals will be included from 
the time you arrive at the exercise 
until the time you depart the 
exercise. Breakfasts and dinners 
will be at the base cafeteria; 
lunches will be MREs. 
You might have to pay for snacks 
and/or a meal on the way down or 
back. This expense might not be 
included or reimbursable. 

Attire 
The exercise uniform is the 
standard khaki. If this will be a 
non-federal exercise, then remove 
your NDMS patch and tape. 
Participants must be in uniform at 
all times except the following: 
• Return travel by ground. 

Uniform required for C-130 
travel and for all outbound travel. 

• Civilian clothing for Sat night 
dinner (civilian clothing may be 
required of all participants if 
alcohol is to be served). 

• Appropriate sleepwear is 
acceptable after the exercise 
concludes each day. Appropriate 
shower wear is acceptable 
to/from shower facilities. 

Uniforms and Personal Gear 
Participants must provide their own 
uniform (khaki), jacket, boots 
(waterproof if possible), socks, 

underwear, watch, sleeping bag, 
sleeping pad, toiletry kit, flashlight, 
rain gear, umbrella, driver’s 
license, NDMS ID card, sunscreen, 
work gloves, and a sack lunch for 
Friday. 
Optional gear includes swimsuit 
and towel (for available showers), 
and cold-weather gear (long 
underwear, gloves, ski cap, fleece). 
Contact Chris Burgardt 
(chris@burgardt.net) if you need 
any uniforms, or Kevin Sankey 
(burwellsankey@earthlink.net) if 
you need any personal gear. 
Include quantity and size in your 
request. The request deadline is Jan 
22. Pick up your uniform or gear on 
Jan 23 at the warehouse, or make 
other arrangements directly with 
Chris or Kevin. 
Remember that you’ll be 
responsible for cleaning, repairing 
or replacing at your own expense! 

 
Section Updates 

By the DMAT CA-6 Section Chiefs 

Administration/Finance Section 

Employee Express 
FEMA members have the option to 
use a system called Employee 
Express to review and process 
certain payroll/personnel data. 
Members can check on the status of 
their payroll, look at statements, 
change their home address, bank 
information, and tax withholding. 
The system can be accessed using a 
touch-tone phone or over the 
internet (for security reasons, 
please do not use cellular phones). 
To access Employee Express, you 
will need your social security 
number and Employee Express 
PIN. If you do not already have a 
PIN, you may request one by 

calling the Help Desk at (912) 757-
3030. 
To access your account via the 
internet, go to 
www.EmployeeExpress.gov. When 
linked to the official “.gov” 
website, the URL, 
https://www.employeeexpress.gov/ 
will display at the top of the 
browser window (https: ensures 
secure mode) and the 
padlock/security icon will appear 
near the lower right hand corner of 
the browser window. Remember, 
the correct URL is “.gov”, NOT 
“.com”. [Editor’s note: the “.com” 
site is fraudulent and attempts to 
get personal info from unsuspecting 
government employees, so be 
careful to use “.gov”, not “.com”!] 
To access your account, call (800) 
573-0942 and follow the prompts. 
Please note that if you change 
information in this system, you still 
need to contact Team 
Administration with the new 
information so that we can update 
our records. You can do this via 
email to bcenter@hsd.co.contra-
costa.ca.us. 

Operations Section 
[No update submitted.] 

Logistics Section 
[No update submitted.] 

Plans Section 
[No update submitted.] 

 
Florida Hurricane 
Communications 

By Darrell Lee, EMTP, 
Communication Officer, Sep 2004 
I was very fortunate during the 
months of August and September 
last year to be deployed to the 
Hurricanes of 2004. It was a true 
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devastation of infrastructure and 
personal property. I was asked to 
assist the Charlotte Regional 
Medical DMAT site. This involved 
the maintenance of communication 
with the Joint Management Team 
in Lakeland, Florida. There was 
one phone line with three lines tied 
to it, one satellite phone with push-
to-talk capability and JT handheld 
portables for around the base of 
operations. 

 
I did mostly trouble-shooting when 
communications went down and 
made suggestions to improve the 
system. Long distance 
communications was an issue with 
portables or walkie-talkies. There 
were no high peaks or high rise in 
this semi-rural, coastal community. 
In fact, most of Florida is flat, 
which made communications over 
long distances a problem. What 
about cell phones? They didn’t 
work the first week because the 
towers that were used to transmit 
the signals in the area were all 
damaged. Portable cell towers were 
erected in many areas that gave 
partial or limited coverage. Nextel 
proved to be the same until more 
portable towers came up to help 
with the coverage.  

This disaster had been different 
from other assignments. There was 
no power, no food, no water and 
most communications out of 
service for a 50 mile radius. I 
packed at least one MRE (just in 
case) and a hydration Camelback. 
There was plenty of bottled water 
that was delivered to the medical 
site. The only thing was no food; 
lots of snacks, but no hot meals. 
The Red Cross did open its kitchen 
across the street; if you’ve ever 
tasted over-cooked food (like a 
CDF kitchen), then you know what 
I mean, yuk!  

 
Things did get better as the days 
wore on. Supplies came in and the 
life of the austere medical 
community began to get better. 
Repairs were made to the hospital 
and debris removal cleared streets 
for access of delivery trucks. What 
was very interesting for one of the 
teams, it was their first real 
deployment as a team. They had 
done all the training sessions, 
overnight, special medical events 
and finally a real deployment. I 
have never seen so many excited 
personnel eating MREs for the first 
time. Watching the faces of some 
nurses when the heat packs started 
to steam?…Priceless! 

 
Hurricane Ivan didn’t do anything 
different than the other hurricanes. 
It damaged the area, wiped out the 
communication system and 
contaminated the water for several 
days. What was different was that 
we had personnel and equipment 
already in place and ready for re-
deployment to the affected area. 
The same problems came up: no 
power, no water, no food, and it 
was hot. Communications got taken 
out of service, limited or no phone 
service, no cellular or Nextel 
service and flat terrain. The 
solution during the beginning of all 
the events proved to be satellite 
communications. It really was the 

only way forward observers doing 
damage assessments and medical 
facility assessments could relay 
information back to the JMT (Joint 
Management Team) or Disaster 
Field Operation Centers. I was 
stationed at Ft. Rucker, Alabama 
with the JMT, which assigned the 
USAR or DMAT teams to areas of 
need. I was tasked with tracking all 
communication assets from the past 
month from 3 different locations 
and come up with a current list of 
inventory. I completed my task and 
left before the next hurricane, 
Jeanne, came ashore.  

 
We do lots of overnight training 
and small events to help us prepare 
for the deployment of our entire 
cache. 14 days in the disaster zone 
is not all fun, there is some 
downtime to catch up on sleep or 
read a book. When it gets busy, 
you’re working for sometimes 10 
hours straight in 98 degrees with 
95% humidity. Prepare for the 
worst and hope for the best. It now 
becomes something you log in your 
experience. 

 
Training News 

By Sam Bradley, Training Officer 

Online training updates 
Effective January 1, 2005, NDMS 
made some significant changes in 
the NDMS Training Program. 
The DMAT Core curriculum was 
changed to the “NDMS Core” as 
the standard web-based training 
curriculum for all NDMS response 

 



team members. The NDMS Core 
curriculum includes the following 
courses: 

The NDMS Pre-Deployment 
Requirements curriculum provides 
standardized training for new and 
existing members resulting in 
enhanced team safety and 
communication while reducing 
liability concerns. 

 

• Welcome  
• 112 – DMAT Roles and 

Responsibilities 
• 113 – Veterinary Issues in 

Disasters 
Ten topics have been removed 
from the previous NDMS Core 
representing a 20% reduction in the 
required core training. Many of 
these removed topics have been 
placed into the new DMAT 
Advanced curriculum for added 
benefit. 

Nuclear Capabilities 
May Elude Terrorists, 

Experts Say 

• 114 – Disaster Mortuary 
Operational Response Teams 

• 131 – Tents and Command Setup 
• 141 – Health Consequences and 

Response  By Dafna Linzer, Washington Post 
Staff Writer, Wednesday, December 
29, 2004; submitted by Walt 
Sanders, Safety Officer 

• 147 – Critical Incident Stress 
Management 

The DMAT Advanced curriculum 
is also no longer required (even 
greater reduction in the training 
requirements) but will remain an 
excellent source of medical training 
and other non-medical training for 
NDMS team members in addition 
to being a source of free continuing 
education units. 

• 148 – Other Resources Of all the clues that Osama bin 
Laden is after a nuclear weapon, 
perhaps the most significant came 
in intelligence reports indicating 
that he received fresh approval last 
year from a Saudi cleric for the use 
of a doomsday bomb against the 
United States. 

• 181 – Hazardous Materials 
Awareness for NDMS Teams 

• 183 – ABC’s of Terrorism 
• 185 – NDMS Team Operations 

in Hostile Environment 
• 210 – Cultural Awareness 
There is also a new curriculum, 
which is entitled “NDMS Pre-
Deployment Requirements”. The 
NDMS Pre-Deployment 
Requirements curriculum include 
the following courses: 

Online training requirements 
For bin Laden, the religious ruling 
was a milestone in a long quest for 
an atomic weapon. For U.S. 
officials and others, it was a 
frightening reminder of what many 
consider the ultimate mass-casualty 
threat posed by modern terrorists. 
Even a small nuclear weapon 
detonated in a major American 
population center would be among 
history’s most lethal acts of war, 
potentially rivaling the atomic 
destruction of Hiroshima and 
Nagasaki. 

Completion of all NDMS Core and 
Pre-Deployment Requirements 
online courses is a team 
requirement for federal 
deployments. If you need 
assistance getting online or figuring 
out what courses to take, contact 
one of our team Training Officers. 
They’ll be glad to help! 

• 110 – Disaster Response 
• 111 – NDMS in Review 
• 120 – Personal and Family 

Preparedness You can check you current training 
completion rate in the Members 
Only area of the team website. If 
you took a course but the report 
says otherwise, make sure you took 
the survey, and then contact one of 
our Training Officers for help. 

• 121 – Media Relations and the 
Role of the PIO 

• 122 – Personal Gear 
Despite the obvious gravity of the 
threat, however, counterterrorism 
and nuclear experts in and out of 
government say they consider the 
danger more distant than 
immediate. 

• 124 – Team Safety 
• 125 – Occupational Safety 
• 126 – Aircraft Safety  
• 130 – Incident Management 

System 
They point to enormous technical 
and logistical obstacles confronting 
would-be nuclear terrorists, and to 
the fact that neither al Qaeda nor 
any other group has come close to 
demonstrating the means to 
overcome them. 
So difficult are the challenges that 
senior officials on President Bush’s 
national security team believe al 

• 143 – Legal Issues and Answers  

Benefits of the new curriculum 
The NDMS Core curriculum more 
accurately reflects the needs of all 
NDMS teams, and includes such 
pertinent topics as issues related to 
terrorism, cultural sensitivity, and 
hazardous materials awareness. 

 



Qaeda has shifted its attention to 
other efforts, at least for now. 
“I would say that from the 
perspective of terrorism, the 
overwhelming bulk of the evidence 
we have is that their efforts are 
focused on biological and 
chemical” weapons, said John R. 
Bolton, undersecretary of state for 
arms control and international 
security. “Not to say there aren’t 
any dealings with radiological 
materials, but the technology for 
bio and chem is comparatively so 
much easier that that’s where their 
efforts are concentrating.” 
Still, the sheer magnitude of the 
danger posed by a nuclear weapon 
in terrorist hands – and classified 
intelligence assessments that deem 
such a scenario plausible – has 
spurred intelligence and military 
operations to combat a threat once 
dismissed as all but nonexistent. 
The effort includes billions of 
dollars spent on attempts to secure 
borders, retrain weapons scientists 
in other countries and lock up 
dangerous materials and stockpiles. 
“The thing to keep in mind is that 
while it is extremely difficult, we 
have highly motivated and 
intelligent people who would like 
to do it,” said Daniel Benjamin, a 
former National Security Council 
staff member and senior fellow at 
the Center for Strategic and 
International Studies. Each type of 
weapon of mass destruction – 
nuclear, biological and chemical – 
presents special challenges for the 
groups seeking to acquire them, but 
also opportunities that can be 
exploited by people determined to 
unleash their awesome destructive 
powers. This is the first of three 
articles aimed at exploring those 
risks and challenges. 

Difficult Course  
Without sophisticated laboratories, 
expensive technology and years of 
scientific experience, al Qaeda has 
two primary options for getting a 
bomb, experts say, both of which 
rely on theft – either of an existing 
weapon or one of its key 

ingredients, plutonium or highly 
enriched uranium. 
Nuclear scientists tend to believe 
the most plausible route for 
terrorists would be to build a crude 
device using stolen uranium from 
the former Soviet Union. 
Counterterrorism officials think bin 
Laden would prefer to buy a ready-
made weapon stolen in Russia or 
Pakistan, and to obtain inside help 
in detonating it. 
Last month, Michael Scheuer, who 
ran the CIA’s bin Laden unit, first 
disclosed in an interview on CBS’s 
“60 Minutes” that bin Laden’s 
nuclear efforts had been blessed by 
the Saudi cleric in May 2003, a 
statement other sources later 
corroborated. As early as 1998, bin 
Laden had publicly labeled 
acquisition of nuclear or chemical 
weapons a “religious duty,” and 
U.S. officials had reports around 
that time that al Qaeda leaders were 
discussing attacks they likened to 
the one on Hiroshima. 
A week after his CBS appearance, 
Scheuer said at breakfast with 
reporters in Washington that he 
believed al Qaeda would probably 
seek to buy a nuclear device from 
Russian gangsters, rather than build 
its own. 
There were as many as a dozen 
types of nuclear weapons in the 
hands of the Soviet Union at the 
end of the Cold War, but Russian 
officials have said that several 
kinds have since been destroyed 
and that the country has secured the 
remainder of its arsenal. The nature 
and scope of nuclear caches are 
among the most tightly held 
national security secrets in Russia 
and Pakistan. 
It is unclear how quickly either 
country could detect a theft, but 
experts said it would be very 
difficult for terrorists to figure out 
on their own how to work a 
Russian or Pakistani bomb. 
Newer Russian weapons, for 
example, are equipped with heat- 
and time-sensitive locking systems, 
known as permissive action links, 

that experts say would be 
extremely difficult to defeat 
without help from insiders. 
“You’d have to run it through a 
specific sequence of events, 
including changes in temperature, 
pressure and environmental 
conditions before the weapon 
would allow itself to be armed, for 
the fuses to fall into place and then 
for it to allow itself to be fired,” 
said Charles D. Ferguson, science 
and technology fellow at the 
Council on Foreign Relations. 
“You don’t get it off the shelf, enter 
a code and have it go off.” 
The strategy would require help 
from facility guards, employees 
with knowledge of the security and 
arming features of the weapons, not 
to mention access to a launching 
system. 
Older Russian nuclear weapons 
have simpler protection 
mechanisms and could be easier to 
obtain on the black market. But 
nuclear experts said even the 
simplest device has some security 
features that would have to be 
defeated before it could be used. 
“There is a whole generation of 
weapons designed for artillery 
shells, manufactured in the 1950s, 
that aren't going to have 
sophisticated locking devices,” said 
Laura Holgate, who ran 
nonproliferation programs at the 
Pentagon and the Energy 
Department from 1995 to 2001. 
“But it is a tougher task to take a 
weapon created by a country, even 
the 1950s version, a tougher job for 
a group of even highly qualified 
Chechen terrorists to make it go 
boom.” 
Transporting a weapon out of 
Russia would provide another 
formidable obstacle for terrorists. 
Most of the ready-made bombs that 
could be stolen would be those 
made with plutonium, which emits 
far higher levels of radiation and is 
therefore more easily detected by 
passive sensors at ports than is 
highly enriched uranium, or HEU.  

 



“Making the connection between 
buyer and seller has proved to be 
one of the most substantial hurdles 
for terrorists,” said Matthew Bunn, 
a senior researcher at Harvard 
University’s Project on Managing 
the Atom. Of the few known 
attempts by al Qaeda to obtain 
HEU, each allegedly stumbled 
because there was either no seller 
or the material on offer was fake. 
“Each time they tried, they got 
scammed,” said Bruce Hoffman, a 
counterterrorism expert at the Rand 
Corporation who has tracked al 
Qaeda for years. 

“I wouldn’t rule out plutonium 
altogether, but if one were a 
terrorist bent upon demonstrating a 
nuclear explosion, the HEU route is 
technically much easier,” said 
William C. Potter, director of the 
Center for Nonproliferation Studies 
at the Monterey Institute of 
International Studies in California. 

Building a Bomb  
Such difficulties have led some 
nuclear experts to believe bin 
Laden would be more likely to try 
to build an improvised nuclear 
weapon using a combination of 
uranium and conventional 
explosives. That design, known as 
a gun-type device, was used in the 
atomic bomb over Hiroshima. 
While the technology is relatively 
simple and has been described in 
dozens of published scientific 
studies and policy journals, the path 
to development is filled with 
technological and logistical 
challenges – the most significant of 
which is obtaining at least 50 
kilograms of bomb-grade uranium. 
That amount would yield a slightly 
smaller device than “Little Boy,” 
the code name for the Hiroshima 
bomb, but would be enough to 
obliterate any life or structure 
within a half-mile radius of the 
blast zone. 
“If they got less material than that, 
it would be really dicey that they 
could build such a bomb,” said 
Ferguson, at the Council on 
Foreign Relations. 
According to a database maintained 
by the United Nations’ 
International Atomic Energy 
Agency, there have been 10 known 
incidents of HEU theft in the past 
10 years, each involving a few 
grams or less. Added up, the stolen 
goods total less than eight 
kilograms and could not be easily 
combined because of varying levels 
of enrichment. Most important, the 
thieves – none of whom was 
connected to al Qaeda – had no 
buyers lined up, and nearly all were 
caught while trying to peddle their 
acquisitions. 

A September report on terrorism by 
the Congressional Research Service 
warned that terrorists could “obtain 
HEU from the more than 130 
research reactors worldwide that 
use HEU as fuel.” The report noted 
that the nations of “greatest 
concern as potential sources of 
weapons or fissile material are 
widely thought to be Russia and 
Pakistan.”  
The largest stocks outside the 
United States are in Russia and 
around the former Soviet Union, 
some in facilities with notoriously 
weak security and safety 
procedures. 
“Once you have the fissile material, 
it’s a matter of basic chemistry, 
basic machinery and a truck,” said 
Holgate, now a vice president at the 
nonprofit Nuclear Threat Initiative. 
“You have to have some technical 
capability, but once you have those 
skills, it’s certainly within the grasp 
of the kind of sophisticated, 
planning-capable terror 
organizations out there.” 
Even so, there are a great many 
steps between obtaining the 
material and setting off an 
explosion. That may account for 
why such an attack has not 
materialized, despite intelligence 
warnings. 
The uranium would have to be 
smuggled out of the facility and 
then transferred, possibly across 
several borders, seaports and 
airports, to a location where the 

device could be assembled. As 
described in unclassified literature, 
the gun-type bomb works when one 
mass of uranium is shot into 
another inside a tube. Such a device 
would be small enough to hide in a 
corner of a shipping container, but 
that would mean getting it to a port, 
onto a container and probably 
bribing a shipper or cargo crew to 
transport it. 
An oil shipment would be optimal 
for a ready-made device, according 
to the congressional report, because 
the “size of the supertanker and 
thickness of the steel, especially 
with the use of double hulls,” 
renders some detection equipment 
unusable. 
But HEU emits low levels of 
radioactivity anyway, and that 
could be masked with lead 
shielding. A primitive device could 
be assembled in a small garage 
using machine tools readily 
available at an auto shop and 
concealed in a lead-plated delivery 
truck about the size of a delivery 
van, experts said. 
It is also unclear how a terrorist 
group would know if its weapons 
development effort was on the right 
track. Nations with nuclear bombs 
conduct tests, including explosions 
that can be detected by scientists 
and governments. Bunn, who has 
published two studies on nuclear 
terrorism, said terrorists would not 
necessarily need to conduct such 
tests, but doing without them would 
increase chances that human error 
would foil plans or delay progress. 
The most elaborate known effort by 
a terrorist group to develop a 
nuclear program was undertaken by 
the Japanese cult Aum Shinrikyo, 
which instead of stealing enriched 
uranium planned to mine and 
enrich the material itself. 
Members of Aum Shinrikyo, intent 
on world destruction when it began 
its 1993 quest for a nuclear 
weapon, had all the means to pull it 
off, on paper at least: money, 
expertise, a remote haven in which 

 



 

to work, and most important, a 
private uranium mine. 
But the group made dozens of 
mistakes in judgment, planning and 
execution. It shifted course, 
launching its chemical attack on the 
Tokyo subway in 1995. 
“There are valuable lessons in 
Aum’s experience, and there are 
false lessons,” said Benjamin, co-
author of “The Age of Sacred 
Terror.” “The valuable lesson is 
that WMD terrorism is hard to do,” 
he said. “But given that they didn’t 
try what would be the most 
efficient way to put together a 
nuclear bomb, we shouldn't 
overrate their example as a reason 
why it's not going to happen.” 
Al Qaeda has been on the run since 
the United States deprived it of a 
haven in Afghanistan, making it 
more difficult for the group to 
operate on such an ambitious scale. 
“At this moment, they are less 
capable of carrying out an 
operation like this because it would 
require so many different experts 
and operatives,” Benjamin said. 
“But even a depleted group could 
do it if they got the right breaks.” 


